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MO DAU

Sy bung nd ciia ky nguyén sé dang dinh hinh mot mang lui
truyén thong ngay cang phirc tap, noi dit liéu duoc tao ra, truyén tai va
xur 1y theo thoi gian thyce trén quy md chua ting c6. Tur cac trung tdm
di liéu quy md 16n, tri tu¢ nhan tao tai bién, dén mang 5G/6G va
Internet van vat (IoT), ha tﬁng an ninh mang phai dap tng khong chi
yéu ciu an toan ma con an toan véi hidu suat tdi da: théng luong cao,
do tré thép, kha ndng mo rong linh hoat. Thach thuc nay boc 10 han
ché cua xtr Iy dya trén CPU truyén thong khi khdi lwong dit liéu ngay
cang tang, trong khi cac nguyén thily mat ma (ma hoa, xac thuc, toan
ven) tac dong truc tiép 1én ludng dir lidu thoi gian thue khong con dap
g dugc yéu cau nay. Piéu nay din dén sy chuyén hudng sang cic
giai phap phan ctng chuyén dung nhu FPGA, ASIC nhiam nang cao
tdc do, giam do tré ma van dam bao do an toan - nhiing dic tinh kho
dat dugc néu chi dua vao phén mém.

Hién nay co nhiéu thuét toan cung cép dich vu mat ma khac nhau,
song khong phai tat ca déu phu hop dé trién khai hiéu qua trén nén
tang phan cimg. Vi dy, DES va 3DES khong con dam bao an toan va
khong thich hop véi bai todn hi€u nang cao. Nguoc lai, AES
(Advanced Encryption Standard) tiép tuc dugc ing dung rong rai ca
trong thuc tién va nghién ctru hoc thuat nho nhitng vu diém vé do an
toan va tinh tdi wu khi trién khai trén phan cing, dic biét 1a ché do
AES-GCM. Ché d6 nay thudc nhém AEAD (Authenticated
Encryption with Associated Data), cho phép cung cip dong thoi cac
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thudc tinh bi mat, xac thuc va toan ven trong mot lugc dd théng nhat,
v6i mo hinh an toan rd rang va han ché sai sot ciu hinh. Pang chu v,
AES-GCM con t6 ra vuot trdi vé hiu ndng khi hién thuc trén phan
cirng nho kha ndng song song hoa cao cia ca qua trinh ma hoéa va ham
nhan Galois (GHASH). Chinh vi vay, viéc nang cao hi¢u nang cua
AES/AES-GCM trén phan ctng van la chu dé dugc quan tim manh
mé trong cong dong nghién ctru quoc té.

Bén canh d6, AEAD di tré thanh yéu cau bét budc trong thiét ké
thuat toan ma hoa hang nhe (Lightweight Cryptography) cho cac mang
10T, do AES khong thuc sy dugc thiét ké cho bai toan nay. Thang 8
nam 2025, NIST d3 chudn hod Ascon 14 tiéu chudn thuat to4n ma hoa
xéc thue hang nhe.. Trong bdi canh mang IoT, noi viée t6i wu héa cho
cac thiét bi tai nguyén han ché 1a yéu t5 then chdt, mot sb truong hop
ru tién hiéu ning cao va do tré thap dé dap ung céc tiéu chi bao mat
trong moi trudng truyén thong thoi gian thyc, chang han nhu may chu
bao mat trung tdm, may chu bién, thiét bj IoT Gateway. Boi vay, van
dé nghién ctru cai thién hiéu nang ciia Ascon trén nén tang phan cimg
cling tré thanh mot xu hudng quan trong va dugc quan tim dang ké
trong nhitng nim gan day.

Céc thuat toan ma hoa c6 thé dugc cai thién hiéu suit theo hai
cach: (i) tdi wu cac thanh ph'?m bén trong thuat toan hodic (ii) td1 wu
kién trac khi trién khai trén phan cimg. Tuy nhién, viéc t6i wu cic
thanh phan bén trong ctia thuat toan ma hoa nhu S-box, ma tran MDS

(Maximum Distance Separable) s€ thyc su phu hop va mang lai hi¢u
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qua 1o rét hon cho AES so voi Ascon, boi sy khac biét vé clu tric va
tinh toan:

- AES (ma khdi SPN): Hiéu ning bi chi phdi manh boi S-box
(SubBytes) va ma train MDS (MixColumns). Viéc lya chon, thiét ké
lai cac thanh phan nay theo huéng phit hgp phan cing sé gitp cai thién
dang ké thong lugng va do tré.

- Ascon (AEAD hang nhe dua trén sponge/hoéan vi): Puogc thiét
ké toi gian cho cac thiét bi o tai nguyén han ché, mbi vong dugc thuc
hién don gian nén khong gian cai tién khéng con nhiéu khi chinh sira
cac thanh phan bén trong. Cai thién hiéu niang chu yéu dén tir cac thay
d6i kién trac nhu mé vong lip (unroll), lap lai (iterative), to chirc trang
thai/bus.

Trén co s& cac phén tich va danh gia néu trén, dé nang cao hiéu
ning cta cac thuat toan ma hoa AES va Ascon trong bao mét ludng
IP, luan 4n huéng dén ba muc tiéu cu thé: ting thong lugng xir 1y dir
lidu, giam do tré, giam tai nguyén phan cimg st dung trong qua trinh
trién khai. Dé dat dugc cac muc tiéu do, luan an tap trung vao ba hudng
nghién ctru chinh sau:

Tht nhét, luin 4n nghién ctu, lya chon va thiét ké cac thanh phén
méit ma moi danh cho AES; cu thé, dé xuat S-hop va ma tran MDS c6
céu trac than thién véi phan cimg dé cai thién thong luong va d tré,
dong thoi van bao dam yéu ciu an toan.

Thir hai, luan 4n nghién ctru xay dung cac kién tric phan cimg toc
d6 cao cho AES va Ascon. Trong d6 dé xuat cac kién trac méi sir dung

cac k¥ thuat song song hoa, k¥ thuat duong éng (pipeline), mé vong
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lap, toi uu to chire thanh ghi, tir &6 tim ra kién triic phi hop cho cac hé
thdng bao mat hidu ning cao.

Thir ba, luan an tap trung vao viéc dé xuat mot kién trac phan
cting méi cho giao thirc IPSec boi khi xét dén bai toan tong thé, viéc
cai thién cac thanh phan mat ma riéng 1é 1a chua du dé dép ung yéu
cau cla cac hé théng tdc do cao. Kién trac méi duge thiét ké dé tan
dung truc tiép cac két qua ¢ hai huéng nghién ciru trén, trong do sir
dung thuét toan ma hoa AES va Ascon da cai tién, déng thoi dé xuét
cac thuat toan xtr 1y goi tin va phan ludng dit liéu hiéu qua dé nang cao

thong lugng va giam d¢ tré.
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CHUONG 1
TONG QUAN CAC VAN PE NGHIEN CUU

1.1. Thuit toan ma héa AES

Advanced Encryption Standard (AES) 1a ma khdi cau tric lap voi
kich thude khdi 128 bit, hd trg cac kich thudc khoa 128 bits, 192 bits,
va 256 bits tuong tmg véi 10, 12 va 14 vong. C6 bdn bude co ban
trong mot vong ma ciia AES l1a: AddRoundKey, SubBytes, ShiftRows,
va MixColumns.
1.2. Thuét toan ma héa Ascon

Ascon 1a b thuat toan cung cép cac dich vu ma hoa xac thyc voi
dit liéu lién quan (AEAD). Qua trinh ma hoéa hoac giai ma c6 xac thuc
ctia Ascon bao gdm bdn giai doan: Khéi tao, Dit lidu lién két (AD),
Xir 1y ban rd/ban ma va Két thuc.
1.3. Giao thirc bao mat IPSec

Phién ban hién tai cua IPSec va ESP la phién ban 3 da duoc ban
hanh trong RFC 4301 va 4303. ESP hd tr¢ hai ché do: transport va
tunnel. Trong ché d6 tunnel, mot goi IP méi dugce tao ra tir gbi tin IP
nguyén gbc bang cach: 1) chén ESP header va trailer vao géi tin IP
ban dau; 2) ma hoa goi IP ban dau va ESP trailer; 3) tinh gia tri kiém
tra toan ven ICV cho ESP header va cac dir li€u ma hoéa; 4) chén ICV

vao cudi ctia gdi tin; 5) thém IP header méi cho goi tin.
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1.4. Phén tich cac cong trinh nghién ciru cong bd gin day va dinh
hwéng nghién ctru ciia dé tai luin 4n

1.4.1. Phan tich cdc cong trinh vé thanh phin mdt ma

Luan an d& xuat mot phuong phap sinh S-box tir cac thanh phan
nho hon, va dé xuat ma train MDS dang dich vong nham cin bang giira
dd an toan va kha nang hién thuc trén phén cing.
1.4.2. Phén tich cdc cong trinh vé kién trisc phan cing téc dp cao

cho thudt toan ma hoa

Mic du nhiéu kién tric AES pipeline di dat dugc toe do xir Iy rat
cao, nhung phan 16n van ton tai nhitng han ché nhu tiéu ton nhiéu tai
nguyén phﬁn cing hodc c6 do tré 16n. Hién nay, van chua c6 mot
phuong phap thiét k& nao thuc su hiéu qua trong viéc can bing dong
thoi ba yéu td: toe do xir 1y, do tré, va chi phi tai nguyén. Vi vay, trong
luan 4n nay, d& xuit mot phuong phap thiét ké kién trac AES huéng
t6i hiéu sudt cao, do tré thip, va chi phi tai nguyén hop 1y. Ngoai ra,
ludn 4n ciing d& xuit mot kién tric phan cting Ascon toc do cao véi
kha niang xtr Iy ma hoa xac thyuc trong mot chu ky clock, dong thoi dé
xudt giao tiép hiéu qua cho thuat toan AEAD, hudng dén kha ning
trién khai thuc té 1én cac giao thirc bao mat, trong d6 c6 IPSec.
1.4.3. Phén tich cdc céng trinh vé kién tric toc dé cao cho giao thive

IPSec

Ludn 4n dé xuat mot kién trac phan cimg méi co tén 13 HMS-
IPSec  (High-speed Multi-Cryptographic  Secure IPSec
architecture), trong d6 két hop hiéu qua cac két qua nghién ciru 6 trén

cua luan an v€ cac thanh phan méat ma, kién triic phan cling toc do cao
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cho AES, Ascon, dé nang cao hiéu nang hoat dong cta IPSec, déng
thoi khac phuc cac han ché cua céac giai phap da co.
1.5. Két luan chwong 1

Chuong 1 cung cip mot tong quan toan dién vé cac van dé nghién
ctru lién quan dén thuat toan ma hoa AES, thuat toan ma hoa xac thuc
Ascon, va giao thirc bao mat IPSec. Qua viéc phan tich cac thanh phan
méat ma cdt 16i nhu S-box va ma tran MDS, chuong da lam ro vai tro
cua cac dai lugng mat ma trong viéc ddm bao do an toan cling nhu
hiéu qua trién khai trén phan ctng. Dong thoi, chuong di dénh gia cac
cong trinh nghién ciru gan day vé thiét ké S-box, ting tuyén tinh, va
phat trién cac kién triic phan cimg téc d6 cao cho AES, Ascon, va

IPSec.



CHUONG 2
NGHIEN CUU LUA CHQON CAC THANH PHAN MAT MA
AN TOAN HIEU QUA CHO CAI PAT TOI UU AES

2.1. Nghién ciru Irra chon S-box 8-bit an toan hiéu qua
Chuong 2 xay dung Thuat toan 2.1. Thuat toan thyc hién viéc tim
kiém cac S-box n bit dya trén cau trac Butterfly, trong d6 cac hoan vi

thanh phan duoc sinh tir cac ham lily thira trén trudng hitu han Fym.

Thuét toan 2.1. Thuét toan sinh S-box n-bit 5, dua trén cAu trac
Butterfly

Pau vao: n, mvéin =2m

PAiu ra: S-box n-bit Sp

best_score =0
best_S = none
Fori < 0 to2™ —1:
Forj < 0 to2™ —1:
if (gcd(i,2™ —1) =1&&gcd(j,2™—-1)=1)
S = GenShox(m[i], m[j], )
(NL,MDP,MLP, AD, deglO, FP) «
SboxProperties(S)
score «
weighted_eval(NL,MDP,MLP,AD,deglO, FP)
if score > best_score
best_score « score
best S « S
else continue
Return best_S

Thuat toan dé xuét giup giam déng ké khong gian tim kiém so véi

phuong phap duyét toan bd cac hoan vi m bit. Cu thé voi truong hop
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m =4 do phuc tap thuat toan la 0(64) so véi 0(16!)? =
0(4.37 x 10%°) néu duyét toan bo cac hoan vi. Tir thuat toan, S-box
8-bit S, duoc dé xuit:

Sp[256] = {
e1, 11, 91, E1, D1, B1, 71, 61, F1, 21, C1, 51, Al, 41, 31, 81,
00, 10, E3, 92, B5, D4, 77, 66, 89, 38, AB, 4A, CD, 5C, 2F, FE,
@8, 5F, 3E, Be, 1C, C2, 83, DD, E8, F6, 47, 79, 95, 2B, AA, 64,
OF, 48, DO, 29, A3, 1A, F2, BB, 65, CC, E4, 3D, 57, 7E, 86, OF,
oC, 2A, F4, 1F, 5B, 90, EE, C5, 36, 6D, 73, 88, BC, A7, 49, D2,
oA, 3C, 18, 85, E@, 4D, 99, A4, B3, 5E, DA, C7, 72, FF, 6B, 26,
06, 76, CF, A8, 4E, 59, 60, 17, DC, 9B, 32, F5, 23, 84, ED, BA,
@7, 67, 2D, 3B, FA, 8C, 16, 70, 54, A2, 98, BE, EF, D9, C3, 45,
OE, A9, 62, S5A, 27, BF, 34, 9C, FD, D5, 8E, E6, 1B, 43, 78, Co,
@3, B2, 87, C4, 9D, 6E, 4B, F8, 7A, E9, 2C, AF, D6, 15, 50, 33,
oD, FB, 56, EC, 3F, 75, B8, 42, 1E, 24, C9, 93, 80, 6A, D7, AD,
04, E5, B9, 7D, 82, A6, CA, 2E, 97, 13, 6F, DB, 44, 30, FC, 58,
oB, 8D, 9A, 46, 74, 28, DF, 53, CB, B7, FO@, 6C, AE, E2, 35, 19,
@5, 94, 7B, DE, C6, F3, AC, 39, 4F, 8A, 55, 20, 68, BD, 12, E7,
@2, D3, A5, F7, 69, EB, 5D, 8F, 22, 40, B6, 14, 3A, C8, 9E, 7C,
@9, CE, 4C, 63, D8, 37, 25, EA, A@, 7F, 1D, 52, F9, 96, B4, 8B

};
Bdng 2.1. So sanh tinh chat mét ma cia S-box
Sy voi cac S-box khac
TirAlh Sy AES Kuznyechik | Camellia | SEED_S0 | Kalyna_Pi0
Ic\?lilt 108 112 100 112 112 104

MDP 0.0234 | 0.0156 0.0312 0.0156 0.0156 0.0312
MLP 0.0244 | 0.0156 0.0478 0.0156 0.0156 0.0351

AD 7 7 7 7 7 7
deglO 3 2 3 2 2 3
FP 0 0 0 0 2 0
CLR False True False True True False
SAC 0.5166 | 0.5049 0.5125 0.4983 0.5042 0.5039
BIC- 0.4907 | 0.4954 0.5059 0.4967 0.4983 0.4985
SAC

BIC- 111.57 112 106.79 112 112 106.64

NL
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S-box S, dugc t6i wu nhim huéng dén viée trién khai hiéu qua
hon trén phan ctmg, dic biét 1a trong cac (mg dung yéu cau tdc do cao
va do tré thap. Biéu dién logic t6i uu ctia S-box S, €6 d6 phuc tap 191
phép toén logic co ban.

Bang 2.6. So sanh s6 lwong LUT cua S-box S, trén FPGA

Work Device LUT Max Freq | Throughput | Mbps/LUT
(Mhz) (Gbps)

This work | Virtex-6 35 800 6.4 183
[30] Virtex-6 31 724.638 5.79 187
[43] Virtex-6 32 696.37 5.57 170
[37] Virtex-6 40 732.279 5.86 146

This work | Virtex-7 32 826 6.60 206
[38] Virtex-7 32 813 6.5 203
[35] Virtex-7 40 593 4.74 118

2.2. Nghién ctru lya chon ma trian MDS an toan hiéu qua

2 1 1 1
Ma tran M,, = 11 2 3 dugc dé xuit nham dam bao
: p 1 3 1 2 i
1 2 140 1

tiéu chi an toan va hiéu qua nhu sau: 1) 1a ma trin MDS v&i sb nhanh
cuc dai; 2) c6 mot diém bAt dong; 3) c6 9 hé s6 1 nhét va cac hé s6 con
lai cai dat duoc hiéu qua trén phan cing.
2.3. Panh gia d an toan ciia mi khéi AES véi cac thanh phin mét
ma méi

D0 an toan ctia ma khdi AES véi cac thanh phin mat ma méi (goi
la AES-P) dugc danh gia thong qua ba nhom tiéu chi chinh: 1) Tiéu
chi khuéch tan; 2) Kiém thir thong ké ngau nhién; va 3) Do phirc tap
tinh todn. Cac d4nh gi4 an toan cho thdy AES-P c6 kha ning khuéch

tan manh, van dam bdo an toan truc tham ma vi sai va tuyén tinh.
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bic biét AES-P c6 kha nang chéng lai tAn cong thdm ma dai sb trén
may tinh luong ti.
2.4. Panh gia hi¢u niing ciia ma khéi AES véi cac thanh phan mat
ma méi
Hiéu ning ctiia ma khdi AES vé6i cac thanh phan mat ma mai
khong thay dbi trong thu vién OpenSSL. i v6i hiéu nang phan cing,
chuong 3 sé trinh bay kién trac AES tdc do cao duoc dé xuét va danh

gia chi tiét hidu nang khi trién khai trén nén tang FPGA.

2.5. Két luan chwong 2

Chuong 2 da trinh bay mot cach toan dién qua trinh nghién ctru
va dé xuit cac thanh phdn mat ma an toan, hiéu qua cho thuit toan
AES, bao gébm S-box 8-bit Sp va ma trin MDS M,,. Cac danh gia an
toan thong qua hiéu img AC, SAC cho thiy AES véi cac thanh phan
moi c6 kha nang khuéch tan manh, van dam bao an toan trudc tham
mé vi sai va tuyén tinh. Dic biét AES d& xuét co kha ning chéng lai
tan cong tham ma dai s6 trén may tinh luong tir. Hiéu ndng phan mém
ctia AES véi cac thanh phan méi duge duy tri 6n dinh trong thu vién
OpenSSL, trong khi trién khai phan cimg s& dugc phan tich chi tiét &

chuong tiép theo.
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CHUONG 3
NGHIEN CUU XAY DUNG CAC KIEN TRUC PHAN CUNG
TOC PO CAO CHO THUAT TOAN MA HOA AES VA
ASCON

3.1. Nghién ciru xay dung kién triic phan cing toc dd cao cho AES

Dé phat trién mot kién trac AES pipeline hiéu qua, phuong phap
nghién ctru & day bao gdm: 1) cai tién cic thanh phan anh huong 16n
nhét dén do tré nhu SubBytes, MixColumns va lugc dd khoa; 2) xac
dinh vi tri va s6 luong thanh ghi (registers) cho cac tang pipeline mot
cach hop Iy nhdm can bang gitta ba yéu to: tbe do, do tré, va tai nguyén.
Nhim giai quyét bai toan nay, can mét thudc do hidu qua téng quat,
ap dung cho cac ma khdi co thé pipeline dwoc trén phan cimg, nhim
dam bao su danh dbi (tradeoff) cAn bang giira téc do, tai nguyén va do
tré. Do vy ménh dé dudi day dugc duara dé 1am co so tim kiém kién
tric pipeline.

Ménh @& 3.1. Goi H = ﬁ 1a tham s6 dénh gia hiéu qua cta kién
trac pipeline cho mot ma khdi bat ky, trong d6 T 1a toe do, A 1a tai
nguyén, L 1a d6 tré. Goi k 13 s6 thanh ghi c6 thé thém duogc vao kién
tric pipeline, khi do ton tai gia tri k™ sao cho H 1a cuc dai, tai d6 kién
trac pipeline dat su danh doi toi wu giita toc do, tai nguyén va do tré.

Dua trén Ménh dé 3.1, NCS x4y dung thuét toan 3.1 dé tim sd
thanh ghi t6i wu. Kién tric d& xuat dugc so sanh voi cac cong trinh

khac:
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3.2. Nghién ciru xdy dung kién triic phin cirng téc d cao cho

Ascon

Kién triic Ascon dugc dé xuit trong phan nay nham khic phuc
duoc cac han ché da chi ra. Kién trac dugc thiét ké voi su phan chia
rd rang giita cac giai doan xtr 1y ctia thudt toan Ascon-128a, két hop
giita iterative loop va unrolling x8 cho phép kién trac xtr 1y toan bo
mot khoi dir liéu 128 bit chi trong mot chu ky xung nhip. So sanh véi
cong trinh cua Khan [50], mic du théng luong ti da cta kién trac dé

xudt thdp hon khoang 8% (13,3 Gbps so véi 14,5 Gbps), nhung hiéu
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So sanh tdc A6 va A tré
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do cao khac

qua thuc té trong hé théng lai vuot troi hon nho hai yéu td:

140

Hinh 3.8. So sanh toc dé va dé tré véi cdc thiét ké AES toc
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1. Loai boé nghén cho giao thirc: Kién trac dé xuat loai bé hoan
toan cac header diéu khién cia LWC API, gitip thong luong thuc té
tiém can v6i thong lugng 1y thuyét.

2. Néng cao hiéu qua tich hop hé théng: V&i dic tinh xir Iy 1 chu
ky/khdi, kién triic khong yéu cau bd nhé dém dau vao/dau ra, gitip
giam thiéu do tré hé thong va don gian hoa viéc tich hop vao cac duong
6ng xtr 1y dir lidu phirc tap nhu IPSec hay IoT Gateway.

3.3. Danh gia dj an toan

Do an toan cua kién tric AES va Ascon dugc danh gia trén hai
khia canh: d0 an toan cua thuat toan va dd an toan cua cai dat. Thuat
toan AES da duoc phan tich tai Muc 2.3, con Ascon dugc dé xuit
nham tang hiéu sut ma khong anh hudng dén d6 an toan. V& cai dat,
tiéu chi tip trung vao kha niang khang cac tin cong kénh ké nhu DPA,
CPA, EMA va timing. Ca hai kién trac déu an toan trudc tin cong
timing nhd khong sir dung nhanh diéu kién va xir Iy mdi ban rd trong
s6 chu ky ¢ dinh. Cac k¥ thuat nhu pipeline, unrolling ciing gitip ting
kha ning khang DPA. Tuy nhién, chua ¢ co ché bao vé dic thu cho
cac tan cong nang cao nhu CPA hay EMA, va day s& la huéng nghién
ctru trong tuong lai.

3.4. Két luan chwong 3

Chuong 3 di xay dung céc kién triic phan ctng t6i wu cho thuét
toan ma hoa AES va Ascon, nham giai quyét nhitng yéu cau vé toc do
cao, do tré thap va hiéu qua tai nguyén trong cic hé thong hién dai.
Két qua cho the”iy kién trac AES dé xuat dat dugc thong luong 105,7
Gbps, voi d0 hiu qua 1a 31,48 Mbps/Slice trén Virtex-7. Do tré cua
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thiét ké giam 32% so v&i [38], 53% so véi [37], 42% so v6i [35]. Kién
triic Ascon dat toc do t6i da 13312 Mbps, loai bo nhu cau b nhd dém
16n va giam d6 phrc tap so véi LWC API. Nhiing két qua nay khong
chi ¢6 gid tri vé mit 1y thuyét ma con mé ra tiém ning tmg dung thuc
tién trong cac hé thong ma héa hiéu ning cao. Chuong tiép theo s&
trinh bay viéc ap dung cac kién tric nay vao giao thire IPSec, mot giao
thirc quan trong trong viéc ddm bdo an toan thong tin trén cdc mang

IP.
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CHUONG 4
NGHIEN CUU PE XUAT KIEN TRUC PHAN CUNG PE
NANG CAO HIEU NANG HOAT PONG CUA IPSEC

4.1. Nghién ctru dé xuit kién triic phin cirng tong thé

Dua trén cac phan tich vé han ché cua cac kién trac IPSec trén
FPGA trong phan 1.4.3, bao gom:
- khong phan tach rd rang giita duong dir liéu va dudng diéu khién,
- tiéu thu tai nguyén 16n khi str dung nhiéu 16 ma hoa,
- thidu hd trg cac tinh ning trién khai thyc t& nhu vugt NAT va ESN,
- chua danh gia hiéu qua cta thuit toan ma hoa hang nhe.

Luan 4n d& xuit kién trac HMS-IPSec. Kién truc nay duoc thiét
ké dé t6i uu hoa thong luong, giam do tré, va dam bao hiéu qua tai
nguyén trén FPGA, dong thoi dap tng cac yéu cdu bao mét khit khe

cua cac ung dung thoi gian thyec.

Linux nhiin, n a
9 ‘ Phdn mém IKEv2 | | Phan mém Userspace ‘

Modules va trinh diéu khién

SoC interconnect

FRGA SoC Processing
System

Bén PHY Ethernet 0

MAC |Pén Ethernet Driver 0
& o DMA
) IPSec Téng k) x

hop) core IP st i
& & Dén PHY Ethernet 1
kénh kénh G

MAC | Dén Ethemet Driver 1
DMA tx

Hinh 4.1. Kién triic HMS-IPSec

Tir PHY Ethernet O
M,

Tiv Ethernet Driver 0

Tu PHY Ethernet 1
—

T Ethernet Driver 1
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Lu4n 4n d& xudt cac thuat toan tir 4.1 dén 4.4 cho cac thanh phan
cta kién trac HMS-IPSec bao gém: bo hop kénh, téng IPSec, tﬁng IP,
va bd chia kénh.

4.2. Nghién ctru dé xuat kién triic IPSec toc dd cao

Kién trac thuc hién xtr 1y theo gdi tin dugc chia lam hai giai doan
Pre-ESP va ESP process. Giai doan Pre-ESP bao gom ba thanh phan:
Header parser, Policy controller va SA controller. Giai doan ESP
process gdbm cac thanh phan: ESP encapsulation, IPSec crypto va

IPSec NAT nhu sau:

ESP process 1
Pre-ESP
Khéa, tham s IPSec | | IPSec
- Policy sA mitm 7| | encapsulation | | erypto | | NAT | [\
parser | | contraller | | controller \

N\ ESP packet
PoStESP | T
queve
packet /
. . fFo packet ESP process n

ESP IPSec IPSec
ancapsulation | | crypto | [ NAT

Hinh 4.6. Kién triic IPSec toc dé cao dé xudt

Pre-ESP |-
arbiter N

[=1 B[]

Thuat toan 4.4. Thuat toan xu 1y IPSec

SPD output: Bang chinh sach cho goéi tin di ra

SPD input: Bang chinh sach cho goi tin dén

SPD secure: Bang chinh sach cho goi tin bao mat

SAD output: Bang khéa, tham sb mat mé cho goi tin di ra

SAD input: Bang khoa, tham s mat ma cho goi tin dén

Piu vao: Goi tin IP

Piu ra: Goi tin duoc xir 1y IPSec
1. | Header parser xac dinh loai goéi tin, tt LAN/WAN hay tir thiét bi.
Policy controller tao tuple gdm dia chi IP ngudn, IP dich, port ngudn,
port dich, protocol cua goi tin.
Tra tuple voi bang SPD output, SPD input, SPD secure st dung
TCAM.
Luu céc két qua ciia bude 1 va bude 3.
Doc két qua budc 4.
if ((goi tin 14 ARP) || (g6i tin tir thiét bi) || (26i tin dén thiét bi)) then

L

Sh w




10.
11.
12,
13.

14,

15.

16.
17,
18.

19.

20.
21.
22,
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

36.
37.
38.

39.
40.

else if

else if
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Chuyén goi tin di khong can xtr Iy gi thém.
Nhay dén bude 1.

(goi tin tr LAN) then
if (match SPD output) then

Chuyén, g6i tin di khong can xir Iy gi thém.
Nhay dén budce 1.

else if (match SPD secure) then

else

SA controller thyc hién tra bang SAD output st dung
sa_id tx SPD secure d€ lay khoa, tham s6 mat ma.
ESP encapsulation tao IP header mdi va chén vao goi tin.

ESP encapsulation tao ESP header va ESP trailer va chén
vao goi tin.

IPSec crypto thyc hién ma hoa goi tin.

IPSec crypto thyc hién tinh gia tri toan ven ICV cia goi
tin va chén vao gai tin.

IPSec NAT kiém tra thiét bi c6 nim sau NAT.

if (NAT) then

Cép nhap IP header mdéi cho goéi tin UDP ESP.

Tao va chén UDP header.

Chuyén goi tin UDP ESP di.

Nhay dén budée 1.

else
Chuyén goi tin ESP di.
Nhay dén bude 1.

end if

Loai bo goi tin.
Nhay dén budc 1.

end if
(g6i tin tir WAN) then
if (match SPD input) then

if (g6i tin 1a ESP) then
Lay cac gié tri spi, esn, icv tir goi tin.
SA controller thyc hién tra bang SAD input su dung
spi dé 1ay khoa, tham sé mat ma.
if (match spi) then
SA controller thuc hién kiém tra esn véi cira sb
trugt va bitmap trong SAD input.
if (goi tin phat lai) then
ﬁ Loai bo goi tin.




41.
42,
43.

44.
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.
5S.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.

else

end if
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| Nhay dén bude 1.
else
IPSec crypto thuc hién giai ma goi tin.
IPSec crypto thyc hién tinh gia tri toan ven
icv_c cua goi tin.
if (icv_c == icv) then
SA controller cip nhap cira s6 trugt va
bitmap trong SAD input.
Chuyén géi tin ESP di.
Nhay dén bude 1.
else
Loai bo goi tin.
Nhay dén bude 1.
end if
end if

else
Loai bo goi tin.

Nhay dén bude 1.

end if

else if (goi tin 1a ESP_UDP) then
G0 bo UDP header.

Nhay dén budc 35.

else
Chuyén’ g6i tin di khong can xur 1y gi thém.
Nhay dén bude 1.

end if

else
Loai bo goi tin.
Nhay dén bude 1.
end if

Loai bo goi tin.
Nhay dén bude 1.
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Kién truc d€ xuat dugc so sanh vai cac cong trinh khac:

So sanh toc d9 va tai nguyén

10
This work {(Ascon)
9
8 This work (AES)
7
6 M. Korona
.
5
4 Niu
.
3
2
Muzaffar Rao

—

(=]
[=]

5000 10000 15000 20000 25000 30000 35000 40000 45000
Slice

Hinh 4.9. So sanh toc do va tai nguyén cua kién truc IPSec
voi cdc cdc thiet ké IPSec toc do cao khac
Do tré cua kién trac dugc so sanh véi cac cong trinh khéc:

Bdng 4.7. So sanh dé tré ciia cdc cong trinh

Céng trinh D) tré
Luén an (Ascon) 1,313 us
Luén an (AES- 1,471 us
GCM)
Mugzaffar Rao [64] 4,166 us
Lastinec [66] 1,5ms
Wang [67] 250,63 us
Liu [69] 15 ms

NCS thuc hién cai dat HMS-IPSec véi cac thanh phﬁn nhu sau:
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Bdng 4.9. Cdc IPCore sir dung trong thiét ké
STT Thanh phén IPCore Ngudn gbe
0 SoC Processing ZYNQT7 Processing Xilinx
System System
I | MACxvaMACt | AXI1G2.5G Ethernet Xilinx
Subsystem
5 MAC DMA rx va AXI Direct Memory Xilinx
MAC DMA tx Access
3 B¢ hop kénh port mux 0 NCS cai dat
4 IPSec ipsec 0 NCS cai dat
5 Tang IP IP port lookup 0 NCS cai dat
6 B0 chia kénh port demux 0 NCS cai dat

Thiét ké HMS-IPSec duoc tong hop va trién khai thanh cong dudi

dang bitstream, sau d6 dugc nap vao Kit phat trién ZC706.

4.3. Két luan chwong 4

Chuong 4 d trinh bay nghién ctru dé xudt va trién khai kién trac
phan cimg HMS-IPSec, trong d6 thong luong téi da 1én dén 23,26
Gbps, @06 tré 1471 ns cho AES-GCM. Thuat toan Ascon-128a c6 do
tré thap 1313 ns va hiéu qua cai dat rat cao (2,08 Mbps/Slice), gap dén

2,1 lan so voi cac nghién ctru khac.
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KET LUAN

Luan an nay tap trung nghién ctru cic giai phdp nang cao hi¢u
nang ciia mot sb thuat toan ma hod trong bao mat luéng IP, dap g
nhu cau bao mat cho cac hé théng mang hién dai.

I. Pong gop mai ciia ludn an

1) Nang cao hi€u ning ciia thuit toan ma hoa AES-P va
ASCON: Luén 4n dé xuat mot kién tric AES-P dudng dng 4 tang,
trong d6 sir dung cac thanh phan mat ma méi, bao gdm S-box Sp va
ma trdn MDS M,,, dugc thiét ké theo hudng than thién voi phﬁn cung.
Kién triac AES-P dat thong luong 105,7 Gbps véi d6 tré 1a 48,4 ns, cai
thién dén 53% vé do tré so v4i cac cong trinh lién quan trén cling nén
tang FPGA Virtex-7. D¢ an toan cua AES-P van duoc bao toan dédi
vGi cac tan cong vi sai va tuyén tinh, dong thoi nang cao kha ning
khang tdn cong dai s6, hudng t6i chdng lai cac tAn cong dai s6 c6 thé
thuc thi trén may tinh luong tir. Bén canh d6, luan an dé xuat mot kién
tric méi cho Ascon, bao gdm 15i thuét toan va khdi giao tiép, giup dat
thong luong 13,312 Gbps trong 1 chu ky, loai bd su phu thudc vao bo
nhé va phtt hop cho cac hé thong IoT thoi gian thuc. Cac két qua nay
dugc cong bd trong cac cong trinh [J1], [J2], [C1], [C2].

2) Pé xuit kién triic hé thong HMS-IPSec trén thiét bi SoC:
Luan 4n thiét ké va xay dung kién trac phan cing HMS-IPSec tich
hop thdéng nhit cac bo thudt toan AES-P-GCM, AES-P-
CTR-HMAC-SHA256 va Ascon-AEAD128. Diém ndi bat cua kién

trac 12 sy phén tach triét dé gitra duong dir liéu va duong didu khién,
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két hop véi viée hd tro ddy du cac tinh ning quan trong nhu co ché
vuot NAT, ESN 64-bit, giap khic phuc céc han ché vé kha nang trién
khai thuc té trong cac cong trinh trudc day. Kién tric cho phép chuyén
d6i linh hoat giira AES-P va Ascon ma khong lam thay doi cau tric
xur Iy géi tin, qua d6 dam bao dong thoi yéu cau vé théng luong 16n,
d6 tré thip cho cac ung dung thoi gian thuc. Pay 1a nghién ciru dau
tién danh gia mot cach hé théng tinh kha thi va hiéu qua cua viéc tich
hop thuét toan ma hoa hang nhe Ascon-AEAD128 vao giao thirc [PSec
trén nén tang phan cting SoC. Cac két qua nghién ciru nay da duoc
cong bd trong cong trinh [J2].

II. Hwéng nghién ctru tiép theo

- Nghién ctru va tich hop cac k§ thuat chdng tin cong kénh ké.

- Mé rong hd trg cac thuat toan mat ma hau luong tir.

- Nghién ciru phat trién cac kién tric trén cic nén tang phan ctimg ASIC

va cong nghé moi.
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